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One Expert Says Edward Snowden Deserves Clemency

Transcript from NPR News. January 8, 2014

As the courts decide whether the NSA practices revealed by the former contractor are constitutional, the court of public opinion considers what should become of him. David Greene talks to Jennifer Granick, director of civil liberties at the Stanford Center for Internet and Society, about why she believes Snowden's actions were commendable.
DAVID GREENE, HOST:

Edward Snowden is, of course, facing some serious criminal charges here in the United States for stealing classified documents and leaking details of domestic and international surveillance programs. It's unclear if Snowden will ever return to this country to face charges, but that hasn't stopped a vigorous debate in recent days over whether Snowden should be eligible for clemency.

We're going to hear two voices in that debate beginning today with Jennifer Granick. She's the director of civil liberties at the Stanford Center for Internet and Society. Jennifer, thanks for coming on the program. We appreciate the program.

JENNIFER GRANICK: Thank you.

GREENE: So make the case for me, if you can, that Edward Snowden deserves some kind of clemency.

GRANICK: Well, we would not know what our government is doing, we would not know the extent to which they spy on us, were it not for Edward Snowden. There were whistleblowers before him about the NSA, but the documents that Snowden took proved the truth of what those whistleblowers and what Edward Snowden was saying. And only because we have those documents, our government has had to come clean about its practices.

GREENE: Well, let me ask you about what he uncovered. You say that he uncovered the extent to which our government is spying. It seems that to this point he has not uncovered that the government is doing anything illegal. Is that fair to say?

GRANICK: No, I don't think that is a fair characterization. Courts have called what the government's done unconstitutional. And, you know, the very people who passed the law that the government uses to justify that bulk collection have said that wasn't what they wanted the Patriot Act to say. So if Congress passes laws and the NSA interprets them in ways that are completely contrary to Congress's intent, that is not lawful - that's not lawful collection.

GREENE: Let me ask you about a column that appeared in Slate magazine, from Fred Kaplan. He suggested that, sure, Edward Snowden revealed, you know, some activities by the NSA spying on American citizens. But he asks why Edward Snowden had to keep going from there and reveal a lot of activities abroad that in theory could be very dangerous to this country when they're revealed. As he put it: An operation to gauge the loyalties of CIA recruits in Pakistan, radio transmissions of Taliban fighters in Pakistan's Northwest Territories.

Why did Edward Snowden have to go further than looking at domestic surveillance?

GRANICK: You know, I think the idea that we should only be worried domestic spying on Americans that clearly breaks the law is very narrow. This is not an area where there is a lot of law because the law is secret and the interpretation of the law is secret. What we've learned is that our government is doing things worldwide that definitely directly affect our privacy as Americans but affect the privacy of other people globally as well, that affect whether the network is secure, that affect our relationships with allies. And these are important things that go well beyond the question of is there just mass spying here at home.

We've learned so much more than that that's disturbing. And we have Edward Snowden to thank for that.

GREENE: Are there cases though where a government like the U.S. government needs to be able to legally keep its practices secret?

GRANICK: I do think that secrecy is appropriate in the practice of intelligence. But what we are doing now is we are totally over-classifying and keeping things secret that absolutely should not be secret. I don't see and I haven't heard any good case made that any of things that we've learned as a result of the documents from Edward Snowden have harmed national security. And if you look at the statements of officials, they've haven't identified anything either. They say, well, there might be harm, maybe there will be harm.

To me the things that clearly should be secret are: Who are the suspected terrorists that we are trailing? That is the purpose of the top-secret FISA court, to approve those secret targets. But what should not be secret are extra-legal - meaning where there is no law to authorize it, but it's something that intelligence agencies have decided to do - that shouldn't be secret. Congress needs to review that. There needs to be public understanding.

And that's the only way that we have a conversation about what is the right balance, what are the right practices, what kind of nation do we want to be as a democracy at this point in history.

GREENE: Jennifer Granick is the director of Civil Liberties at the Stanford Center for Internet and Society. Jennifer, thanks so much for joining us.

GRANICK: Thank you.

GREENE: As we've said, we're listening to all different viewpoints about Edward Snowden's future. And tomorrow in the program, we'll hear from a former general counsel at the NSA.

(SOUNDBITE OF MUSIC)

GREENE: You're listening to MORNING EDITION from NPR News.
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The Case Against Clemency: Expert Says Snowden’s Leaks Hurt Security

By Scott Neuman, NPR, January 9, 2014

A former NSA general counsel tells NPR's Morning Edition that Edward Snowden advertised his theft of government secrets as an act of civil disobedience and should take responsibility.

"He did the crime, he should do the time," says Stewart Baker, also a former assistant secretary of Homeland Security under President George W. Bush.

Thursday's interview follows a similar discussion on Morning Edition with Jennifer Granick, director of civil liberties at the Stanford Center for Internet and Society. Granick presented her case for leniency.

Snowden was the source of leaks to The Guardian and other media outlets that generated a series of exposés on NSA surveillance activities, including the collection of telephone metadata and monitoring of Internet traffic that the spy agency has defended as essential in the fight against terrorism. If he returns to the U.S., Snowden — now living in Russia — faces charges of espionage.

Speaking with host David Greene, Baker says Snowden "portrayed it to all of us as an act of civil disobedience in which he took responsibility for what he'd done.

"He should have, and I think did, understand that it would be treated as a serious crime," Baker says, adding that Snowden swiped far more sensitive information than was needed to make his point.

Baker: "He certainly didn't need to steal thousands of documents to reveal this program. He could have stolen one or two."

Greene: "If he'd stopped there. If, as you say, he'd released just a couple of documents, would you feel differently than you do, that perhaps these charges shouldn't be as strong and that he should be shown some leniency?"

Baker: "In light of the debate, I think I might feel differently. At this point, he has created a debate that he makes it clear that his reaction to what he knew is similar to a lot of other people's in this country. And disclosing this and getting that debate going is something, well, even the president has said that he welcomes the debate.

"Certainly, the journalists who he's provided this to have no intention of stopping there. They are out to do the maximum damage to the National Security Agency and I think probably to the United States.”

Asked if he could give an example of how such leaks had damaged U.S. national security, Baker points to a catalog of intelligence techniques, or "exploits," that was exposed: One such technique involved wiretapping USB cables to download a target's computer data.

"There are probably 30 governments who are going through that catalog and saying, 'I didn't know you could do that,' and saying, 'Find somebody who will give me one of these,' " Baker says, adding that "authoritarian governments around the world are going to have new tools and our tools are going to be less effective."

Given the debate that Snowden's leaks sparked, Baker tells Greene that he still "would have preferred we not have it."

"You can have these programs, of course, but if you debate intelligence programs in the clear, the chances are they are not particularly effective programs after they've been debated in that fashion," he says. "So, I think that it's a very damaging debate to have."
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LIKE A CHILL IN THE NIGHT,

HE LEAKED SECRETS LONG HELD,
BY LIPS CLOSED 50 TIGHT.

HE CRIED OUT: "FLASH DRIVES,
FLASH DRIVES FOR ALL!

THEY KNOW WHEN YoU SURF
THEY KNOW WHEN Yo CALL!"
BUT SOON LE WAG GONE,
PECLARING HE'D “WON.”

HE RETURNED T THE SNoW,
HI5 WORK HERE WAS “DONE.”

SOME CALLED Wi A TRAITOR,
OTHERS SAID HE'D DONE WELL.
GECURITY OR PRIVACY P
ONLY HISTORY WILLTELL.
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